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{ProS&m  n  u  mber(l) 

(A)  What  are  l h e  main  objectives  of  the  telecommunication? 

(13)  Compare  between  LAN,  WAN,  and  MAN  in  terms  of  coverage  area,  transmission 
rate,  ownership,  and  application, 

(C)  Discuss  the  effect  of  different  transmission  pallis  on  the  wave  propagation. 

;(0j  there  are  many  problems  encountered  with  the  transmission  of  a  signal  through 
transmission  media*  State,  briefly  in  points,  these  problems,  their  sources,  effects  and 
methods  to  overcome  each  one, 

{problem  number  (2) 

(A)  What  are  the  functions  of  signaling  system? 

(L3)  Compare  between  In-Channel  and  Common  Channel  Signaling, 

(C>  What  are  the  advantages  and  disadvantages  of  CCS? 

(D)  What  are  the  operation  modes  of  CCS? 

<Pro6{em  n umber/ 3) 

(A)  Compare  between  datagram  and  virtual  circuit  packet  switching.  In  your 
comparison  refer  to  the  following  factors: 

i-  Circuit  setup  time 

ii-  Propagation  and  processing  delays 
id-  Packet  transmission  time 

iv-  Packet  size 

v-  Delay  caused  by  waiting  for  the  packet  to  arrive  at  each  intermediate 
station. 

(B)  H  is  required  to  transfer  a  message  with  size  of  80  Kbytes  over  a  communication 
network  with  3  nodes,  from  the  user  to  the  server.  The  data  rate  for  all  links  is  2  Mbps. 

I  he  packet  size  is  1000  bits  and  100  bits  as  a  header.  The  set-up  time  is  0.12  sec,  w  ith 

processing  time  ol  0,08  sec  at  each  node,  while  Ihc  average  queuing  delay  at  each  node 

is  0*2  sec.  The  propagation  speed  over  a  link  is  300  mi  pi  see,  where  the  hop  distance  is 
60  km.  Calculate  the  end-fo  end  delay  time  for  the  following; 

i-  Circuit  switching  network 

ii-  Datagram  packet  switching  network 

iii-  Virtual  circuit  packet  switching  network  with  j 
a  c  kn  mv  I  e  d  gm  c  n  t,  Pm.  M  =70  hit  ft . 
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tproSHm  number (4) 

(A)  Define  the  following  terms:  Arrival  call  rate,  departure  rate,  busy  hour*  inter- 
arrival  time,  Grade  oT Service,  Time  Congestion,  and  Caii  Congestion* 

(13)  Discuss  the  following  statement  11  The  steady  state  condition  for  traffic  is  achieved 
under  statistical  equilibrium”. 

(C)  Consider  a  single  channel  delay  system  M/M/1.  Deduce  an  expression  for  the 
following  parameters:  delay  probability,  average  number  of  customers  in  the  system,  1 
delayed  traffic  and  probability  of  finding  j  call  trials  in  the  queue. 

(D)  Consider  a  single  channel  packet  network  works  as  a  delay  system.  In  a  busy  hour, 
1800  packets  are  offered,  each  of  1.2  see  duration*  Calculate 

L  The  probability  that  a  packet  is  delayed 
ii*  The  average  number  of  packets  in  the  network 
iii*  The  average  time  spent  in  the  netw  ork 

iv.  The  probability  that  there  are  more  than  5  users  in  the  system 

v.  The  average  number  of  waiting  packets 

vi.  The  probability  that  there  are  less  than  6  packets  in  the  network 
■Pro Stem  number  (5) 

(A)  Discuss  in  points  the  main  constraints  to  be  considered  when  you  are  going  to 
develop  a  numbering  plan* 

(13)  Consider  a  user  in  UK  has  phoned  his  friend.  He  dialed  the  following  number 
"003321327579" 

i.  Is  this  a  national  or  international  call? 

ii.  Does  this  number  satisfy  the  CCITT  recommendations?  Discuss 
some  of  these  with  application  on  the  dialed  number 

iii.  Classify  the  number  to  its  basic  elements 
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4"  a"If  *  uniformly  illuminated  circular  aperture  with  directivity  23,922  ci i?s  with  The  I  (-  field 
m  Y-  direction:  “ 

i-  Estimate  the  radios  and  the  3-dB  beam  width  of  the  apertute. 
n-  Find  and  sketch  Lhe  total  field  pattern  in  both  E  and  H  planes. 

,he  Sll0wn  anM8eo,ert  rePresen,s  a  broadside  array  that  consists  of  6  (5Zx3A)  rectangular 
apertures  fed  with  the  dominant  mode  : 

*“  F|'rKi  and  skctch  the  fold  pattern  of  one  aperture  in  both  Li  and  H  planes 
u-  find  and  sketch  the  total  field  pattern  in  both  £  and  ft  planes, 

Estln,ate  thc  team  Width  and  the  gain  of  each  element  and  (hose  of  the  array 


b- 


c-  (1)  Discuss  the  main  applications  of 

f 

between  the  —  ratio  and  the 
a 


the  parabolic  reflector  antenna  .then  derive  the  relation 
reflector  subtended  angle  8.. 


\2.)  hoi  thc  special  case  of  feeding  pattern  on 
expression  for  thc  illumination  efficiency 
subtended  angle  &0 


the  form  G.-  {8  )^=k  cos"  {0  )  ^derive  an 
7,.,and  sketch  it  versus  the  reflector 


1 3;  Design  thc  previous  parabolic  re  Hector  antenna 
30  dBs  at  6  GHz 


when  having  maximum  directivity  of 
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& P  -  E(crtrom«  and  Electrical  'Comm.  Dept, 
y  /  ^ota)  .Marks:  85  Marks 

Answer  ilie  following  Qu^ti^T - - —  _  ^rt_Pages:  (_2) 

-Question >  I  (18  Marks) 

a--  &ecrypt  the  following  cipher:  BSWSFfTlHs  v  m 

, .  depth  of2.  ~  'SELT,HS  if  “  was  using  Jf0iy  ft**  ciphcr  with 

o)  Encrypt  the  word:  SECURITY  usil]n  a  cioher  th.lt  ,  P  -Marks) 

T7  i  -  ,  .  t.  (5  Marks) 


’’  - ,s  -  *■ »-» 

1  ‘iie  lflc  characteristics  of  this  mode? 

d)  What  is  meant  b?  arjd  („te,.cro,.  ^  (4  Marks) 

Gl'Ve  0ne  ej;ample  for  each.  (Tabulate  your  answer)''  ^  aC'Sve  anaoks? 

" . . .  (6  Marks) 

Question .2  (18  Marks)  '  . - . - , 

^  Oscar  run.  an  active 

mo  parameters  P  =  29,  g  -  2,  and  *  -  ,  a  =  "-A1  Le  fn  ■He,lnla"  ke>'  ^  use 

: z;5 -^r the  pairs  k-  ^  *»  ^trr  ■ rsspective;y-  -  «* 

,  .e  formulas  with  winch  Oscar  computes  them  "  f9  Marks) 

,  w^Th  7i,h  WhiCh  AllC£  Md  B"b  —to  them. 

iat  1S  the  solution  to  this  attack? 

’)  lat  do  you  know,  briefly,  about  the  mean  ins  ofx  SOP  protocol  R  i 

'  pi 0,0 col.  Realms  Kerberos.  PKI? 

=)  What  is  the  HMAC7  And  what  is  its  advantage?  («  M«*s) 

- -  ~  PMa 


Question.?  (14  Marks) 

ShOUM  2  Salt  be  used  in  a  flle?  What  is  a  ‘hair  and  why 

('6 


b)  The  folio  wins  figure  show*:  *  w  , 

— -  -  ■»«»  »tx tz :  7^'zttr  x  *» —  ™. 

(5  Marks) 


LJJm  Alice’ 


Pfove  i; 


AVicp. 


h(Afic&’s  password? 


Rrh 
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cl  Suppose  that  Alice  signs  the  message  M  =  “1  am  sorry"  and  then  encrypts  il  with  Bob  s  public 
key  before  sending  it  to  Bob.  Bob  can  decrypt  this  to  obtain  the  signed  message  and  then 
encrypt  the  signed  message  with  Charlie's  public  key  and  forward  the  resulting  ciphertext  to 
Charlie.  Can  Alice  prevent  this  attack  by  using  symmetric  key  cryptography  instead  oi 
asymmetric  encryption?  Why?  ^  Marks) 


Question^  (IS  Marks)  ...  . 

a)  The  following  table  indicates  an  example  for  AH  contents  (the  width  is 32  bits,  ue.  1  wore ). 

i)  What  is  the  fPSec  mode,  transport  or  tunnel?  Why?  (6  Marks) 

ii)  What,  is  the  transport  layer  data  protocol? 

iii)  What  do  the  numbers  10,  2000  mean? 

iv)  What  is  the  length  of  authentication  data  in  words? 


I-  'Next  Header  (6)  Payload  length  (15) 

Reserved 

Security  Parameter  index  (10) 

Sequence  Number  (  2000) 

'Authentication  data 

— 

— 

b)  The  AH  doesn’t,  include  the  TTL  (time  to  live)  field  of  the  IP  header  in  the  hashing  process, 
why?  And  why  we  still  need  AH  although  the  ESP  is  designed  after  it.  (4  Marks) 


c)  The  following  sentence  is  an  example  for  a  cipher  suite  for  SSL, 
SSL  DH  WITH_NULL_MD5 


What  information  it  contains? 

(3  Marks) 


d)  In  what  layer  does  the  SSL  protocol  work?  And  state  the  SSL  security  services. 


(5  Marks) 


Question^  (17  Murks)  _ 

a)  In  POP  protocol,  the  security  parameters  must  be  sent  in  one  step  with  tire  message  itselt* 

Why?  Also,  explain  how  PGP  overcomes  this  problem  such  that  only  the  recipient  will  get  the 
message  and  the  security  parameters.  ^  Mark?,,. 


b)  State  four  methods  used  io  provide  security  to  the  LAN.  (4  Marks) 

c)  What  is  the  proxy  firewall?  And  what  arc  its  benefits?  (4  Marks) 

d)  A  router  contains  the  following  filtering  tabic  information.  whaL  do  they  mean ?  (j  Marks) 


Interface 

f 

Source  IP 

Source  port 

Destination 

IP 

Destination  | 
port 

1  (Internet) 

A 

10.5.03 

23 

2  (Internal  Network) 

_ 1 _ 1 

*  il 

#■ 

80 
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Remarks:  (Answer  the  following  quest  ions...  aclinic  unv  missing  data.,  .answers  should  be- 

supported  by  sketches) 

Problem  number  ( ] ) _ _ _ _ _ 2b  Mu i'hs 


a-  Define  ihe  following:  Apogee.  Perigee,  i no  of  apsides,  inclination  angle,  rvtrogmde 
satellites? 

b-  Describe  with  sketches  the  following  tv  pcs  ot  orbits:  pokn  orbit.  Vlolniya  orbit  and 
medium- earth  orbit? 

Problem  number  (2 ) _ ,  ... _ 20  Mar  ks 

a-  A  LEO  satellite  is  in  a  circular  or  nil  250  km  above  the  earth  Assume  the  average  earth 
r< id i ll s  i s  6 2 7 8  k rn  raid  tire  e a rt I :  ee c e j i L r i e i t >  is  0, 

I  -  Determine  the  orbital  velocity  of  the  satellite  in  m/s'* 

2-  What  is  the  orbital  period  in  minutes  fora  1,1:0  sate!  iie? 

7-  Determine  the  orbital  angulai  velocit)  foi  the  said  I  ic  in  rad  'see" 
h-  Determine  the  range,  elevation  and  azimuth  angle  for  the  Nilesat  201  located  at  (7 ''  A  i 
received  b\  a  ground  station  located  at  (2(TJ  I  .)  and  (72  N)  at  an  altitude  ol  2700  m? 
Problem  number  (?) . . . 20  Marks 

a  -  Com  p  a  re  b  e  t  wee  a  the  spin  and  Lx x)  \  s :  abili/  e  ■.]  sa  rdlii  e  s  v 
l>  D  i  sc  u  ss  i  n  del  a  i  b>  t  h  e  O  n  ■  boa  rd  p  r oc  c  s  s  m  g  s  a  t  e  1 1 1 1  e? 

Problem  nutn her  (4) 


40  Murks 


Write  only  (he  missing  word: 

-  . 1 . are  placed  around  electronic  subsystems  particular!;-,  for  spin-stahilDdd 

satellites  to  protect  critical  equipments. 

- 1  racking  refers  to  the  determ  inn  lion  of  the  current . 2 . 7 . and 

. 4 . of;  he  spacecraft 

7-  'J  lie  eleinenls  in  I  he  YTCW.M  station  includes . 4 . 5 .  (i . 

. 7 . 8 . and .  9 . 

-  . l() . are  used  -o  relocate  the  heat  from  power  dev  ices  to  outer  walls  or  heat 

sinks. 

Problem  number  (5) _ _ _ 25  Marks 

a-  Explain  what  is  meant  by  input  and  output  backoff,  saluralion  Lux  density  and 
mierrnodulntiou  noise':' 

b-  A  sated he  circuit  has  (he  following  parameters: 


L  plink  dB 

Downlink  dB 

I'ETRP] 

60 

40 

fC/T] 

0 

20 

f  l-'SL] 

1  00 

1 95 

f> 

1A.-M 

1 

0.5 

[AM  1.1 

0.6 

0.7 

Calculate  the  uplink,  downlink  and  overall  ("No  value? 
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Attempt  aJ]  questions: 

i-  a-  Write  down  short  notes  about: 

i-  I  he  mam  antenna  parameters.  li-  Advantages  of  aperture  antennas  over  wire  antennas, 
in-  Objectives  achieved  by  the  antenna  arrays. 

b-  Write  down  an  expression  tor  the  array  factor  of  a  linear  uniform  array  consisting  of  N 
elements.  For  a  large  Broadside  array,  derive  the  needed  condition  to  avoid  the  presence  of 
grating  lobes  and  tire  limiting  value  ol  the  peak-side  lobe  in  main  lobe  ratio  as  N  increases  to 
a  v  ei  y  large  value,  Estimate  ihe  array  directivity  and  beam,  width  considering  isotropic 
elements  - 
c- 


>n  an  Broadside  array  such  that  no  grating  lobes  exist  in  the  resultant  pattern  and  ibe 
peak-side  lobe  to  main  lobe  ratio  is  less  than  -12.4  d.B  with  minimum  number  of  elements  and 
maximum  spacing.  Plot  the  corresponding  array  factor  and  approximately  estimate  the  beam 
width.  It  tire  array  is  along  Lire  X-axis  and  the  elements  are  short  dipoles  oriented  to  7- 
direction.  Plot  tlie  resultant  pattern  in  the  X-V  and  V - /.  planes.  Estimate  the  directivity  oi  Ihe 


*-■'  a  ft  cite  down  an  expression  for  the  array  i  actor  of  the  non-uniform  I  hi  car  array  with 
symmetric  feeding  in  the  ease  of  even  number  of  elements, 
b-  For  a  9  dements  Binomial  End  tire  array  consisting  of  short  dipoles  placed  on  Z-axis  that 
oriented  towards  the  Y-axis  and  separated  by  2/2  spacing: 
i-  Estimate  the  elements  relative  feeding  coefficients 

iF  Plot  the  array  factor  as  well  as  Lire  total  field  pattern  in  the  Z-X  and  Y-X  planes 
e-  j  ot  a  5  elements  Broadside  feheby-chave  array  having  -10  dJ3  SI. I.-  and  the  elements  are 
short  dipoles  placed  on  Y-axis  that  oriented  towards  the  X-axis  with  2/2  spacing: 

i-  Obtain  the  elements  relative  feeding  coefficients 

ii-  Plot  the  array  factor  as  well  as  the  total  field  pattern  in  the  Z-X  and  Y-X  planes. 

c~  for  a  6x4  dements  (short  dipoles  oriented  to  Z-axis)  planar  array  placed  in  the  x-y  plane 
with  d_=d .  -■  A  /  2  and  having  the  main  lobe  oriented  towards  (0.,  ~  30°  and  A,  =90°) 

Hot  the  array  factor  as  well  as  the  total  field  pattern  in  the  Z-X  ,  Z-Y  and  Y-X  planes,  then 
estimate  the  array  gain  in  the  x-y  plane. 

a-  (1)  Write  down  an  expression  for  the  army  factor  of  a  circular  array  placed  in  the  X-Y  plane. 
dien5  Estimate  the  8  elements  phasesfer,. )  required  to  orient  the  main  lobe  to 
{0(i  30 1  and  ^  —  60° )  if  the  radius  of  the  array  is  42, , 

(2)  Sketch  ihe  principal  pattern  for  a  uniform  feeding  S  elements  broadside  circular  array 

with  a  radius  oi  42  in  the  x-y  plane  where  the  elements  arc  short  dipoles  oriented  towards 
Z-axis. 

b-  For  the  miernstrip  antenna: 

■-  Describe  the  structure,  properties  and  applications. 

:i-  Obtain  an  expression  for  the  K  and  H  plane  patterns  of  a  uniformly  illuminated 
mi  eras  trip  antenna  where  the  E- filled  in  the  7-  direction  and  the  radiation  is  in  X- 
di  motion. 
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